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Land Transport Authority

10 Sin Ming Drive Singapore 575701
Tel: 1800 - CALL LTA (1800 - 2255 582) Fax: (65) 6553 5328/5329

13 June 2016 VSD/03/2016

our ref LTA/VRLSD/M38.034.020/004
Please see Distribution List Your ref
All Motor Vehicle Dealers / Importers oo 65535540 Fo 65535329

All Electronic Service Agents

Dear Sir / Madam

Enhanced SingPass Two Factor Authentication (2FA) and Foreign Identification
Number (FIN) as Owner ID for Foreign Asset Owners in LTALink

I refer to Infocomm Development Authority (IDA) of Singapore’s press release on
enhanced SingPass Two Factor Authentication (2FA) for government e-services involving
sensitive data (see attachment).

Thus, for LTALink, from 5 July 2016, SingPass 2FA login authentication will be
mandatory to access LTA e-services under ‘Asset Owner’.

Today, Singapore Citizen and Permanent Resident asset owners (SAO) use SingPass while
Foreign asset owners (FAO) use LTA-issued ‘User ID and Password’ to access e-services
under the ‘Asset Owner’ channel in LTALink.

Since the launch of IDA’s enhanced SingPass 2FA in July 2015, SAOs have progressively
set up their 2FA and they will be able to access e-services under LTALink’s ‘Asset Owner’
channel after 5 July 2016. For FAOs, the LTALink system is being enhanced to accept FIN
as a new owner ID type from 26 June 2016 (see Annex A). This will allow FAOs with
SingPass or who are eligible for SingPass to set up their 2FA to access e-services under
LTALink’s ‘Asset Owner’ channel.

From 27 June 2016, we seek your assistance to request for the FIN of potential FAOs and
to input the FIN as the owner ID under the “Owner ID” field in the LTALink. Please also
verify that relevant supporting ID documents such as Identity Card, as well as the
application forms, show the correct FIN before proceeding with transactions.

Please bring the contents of this circular to the attention of your members and staff. For

further clarifications, you may contact our Customer Service hotline on 1800-CALL LTA
(1800-2255 582). Thank you.

Yours faithfully

Tham Boon Le (Mr)

Deputy Director

VRL Service Development Division
Vehicle Services Group
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Annex A

Vehicle Hub | Licensing | Ownership | Finance |ReportData | wiTas | ESAInfo

5 5
This service is for Authorised Agents to register vehicles for vehitle owners. All vehitles must be registsred with LTA before they tan be used on th

Note: You may teks sbout 15 minutes fo complete this transaction. You will need the following:
- Valid porery Certificate of Endi t {TCOE) number.
- valid YITAS Apgrovel Code.
- Vehicle type and scheme.
- Details of vehicle such 53 tofous, enging & chassis number, open market value, efe.

- Detaits of ownar such &s NRIC Mo. (Singap snd ¥ port Ho. and Country {foreigner other than ianyCompany
- Insurance cover note / certificate aumber,
- Bid  Retained vahitle number {if any}
- Road tax period {if any}. .
- PARF/COE rebete number (if any). Flosse Select
. . Business {£.9. 12345576M)
Register New Vehicle Clubfassatistion/Organisation: {e.o. TOBPQ12344}
iication. Defaiis o R S
Appiicati Dete : & Cor
Owner 1D Type™ e farhie
. ign Passport {6.g. 1234!
Owner ID*: o Ere s ¢ O 4 49
3 Limiieg Liability Partnership {e.q.
\ITAS Approval Code™ Limited Parinership {e.g. TD
L Malsysia NRIG {(e.9. 123456
Vehicle Type™ Professionsl {€.9. TOSPQ12544}
S L Singepots NRIC {e.g. 512345870
Vehicle Attachment 1% Sistutory Boerd e 6. TOSGE12344)

Yehicle Attachment 2: Plesse Select v

Viehicle Attschment 3

“fehicle Scheme : Please Select Vv
= Mandstory fisld

Nata: Qelectinn nf Vehicla Srhama ix ant necescary if renietetinn s vabicls 1nder the Narmsl Wahirie Sehems

FAQs — Enhanced SingPass Two Factor Authentication (2FA) and Foreign Identification Number
(FIN) as Owner ID for Foreign Asset Owners in LTALink

1 Q: If  am a NRIC holder, how do | register for 2-Step Verification (2FA)?

A: To register for 2FA, all you have to do is to complete these steps:

1. Log into your SingPass account
Click “Set up 2-step Verification (2FA)” under the Quick Links section.

2. Register for SMS or OneKey token
You can choose to receive One-Time Passwords (OTPs) via SMS, or generate through a
OneKey token. Upon successful registration, a PIN mailer and token (if you select token) will
be sent to your registered address within seven working days for activation.

3. Activate 2FA
Follow the instructions in the PIN mailer to activate your 2FA. Alternatively, if you have
verified your Singapore-registered mobile number with SingPass, you can SMS “Register” to
78008 (if you are in Singapore) or +65 82411666 (if you are overseas). This is so that you
can receive OTPs via SMS when performing sensitive government e-transactions.

2 Q: What is 2-Step Verification (2FA)?

A: 2-Step Verification, otherwise known as Two Factor Authentication (2FA), is a security process
where a user provides two means of identification to log into an account. The first layer of
identification is a user |ID and password, while the second layer of authentication is a unique One-
Time Password (OTP) obtained via SMS or OneKey token.

2-Step Verification will apply to selected government e-Services, which require a higher level of
assurance or involve sensitive information. This security enhancement helps to confirm your identity
and better protect your SingPass account.

3 Q: How do | register for my SingPass?

A: You can register for a SingPass account via one of the following options:
For local users:

1. Access Register for SingPass function on the SingPass website. Please note that you will
receive your pin mailer password via mail (to your registered address) within four working
days. If you require assistance in completing the above process, check out the SingPass
instructional videos for step-by-step guidance.

2. If you require further assistance, you may visit the nearest SingPass Counter with the
necessary documents for verification and request to register a new SingPass account.
These documents must be original and valid.
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Catogory

Hequired Documents

{Must be original and are still valid]

Singapore Clizens & Permanent
Rasidents (PR)

For Citizen

NRIC or Singapore Pasapon o Singapore
Driving Licence

For National Serace parsonnal

Mational Serace IDs [118s) from SAF SPF
and SCOF gr NRIC pr Sngapore Passport o
Sﬂgaportbmq Leence

For PR

NRIC gr Fassport with Re-eniry Permst or
Singapore Diving Licence

Employment Pass, Personalised
Employment and EntrePass Holder

- Long Term Pass card or;

- Walid Pass from MOM and Pascpornt

5-Pass holders

5-Pass cand

Eligible Work Permt [(WF) holders

WE card

Dependant Pass holders (of EP, PEP,

= Long Term Pass card or,

EntrePass and 5-Pass) - Walid Pass fom MOM and Passpon

Long-Term Wisit Pass-Plus (LTVP+)

holders by ICA) Visil Pass (PLUS) Card

Q: Do | nead to perform 2-Step Verfication for all e-government transactions?

A: No, 2-Step Veriication is implemented for selected o-government transaciions which imvolve
sensitive data. To access these e Services, users will need to entor their SingPass D, password,
and a One-Timea Pass (OTP) thal will ba sent via SMS or genarated from their Dneley loken.

Plaase note that from 5 July 2016 omwards, all e-govemment ransacions mvolving sensitve data

(e.g. IRAS tax fling, accessing CPF statements) will raquire SingPass 2FA_

0Q: Do Tneed SingPass 2FA to access LTA e-Senvices in one.motoring 7

A: Yas, with effect from 5 July 2016, individual asse! owners (Singaporeans/PRsfarsigners) will nead

SingPass 2FA o access LTA e-Sarvices for Assel Owners in ong.moloring.

These senvices includa:

=  Feguest for Transaction PIN
Enguire and print vehicle registration details
Furmnish driver's particulars
Enguire on lines and noices
Declare off poak car usage
Renow road tax
Buy @-Day license
Enquire inspaction details
Retain vahicle number
Renew COE

® B B B & B B B & @
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[3 Q: I do not have SingPass. How can | requeast for SingPass?
A: To request for SimgPass., you can
1. Register at SingPass website www_singpass.gov.sg and your SingPass will be mailed to
your registered local addrass
2 Proceed to nearest SingPass counter location fo receive your SingPass immediately.
{ Mote: find out nearest locations and reguired documents for SingPass registration.
7 Q: | have SingPass but | have not sstup 2FA. How can | register for 2FA7?
A- To register for 2FA, you can
1. SMBES “Register o 78008 (using the mobile mnumber registered with your SingPass account)
te receive One-Time Password (OTP) via SMS.
2. Login fo your SingPass account at www.singpass.gov.sg, and click “sei Up 2-Stap
Warification™ under the Quick Links section. Upon successiul registration, a PIN mailer and
tokean (if you select tokan) will then be sent your registered address within seven working
days.
3. Proceed to Assurity Customer Cara Centre
- International Plaza {10 Anson Road #06-19 Singapore 079903)
- PSA Buildimg (460 Alexandra Road #25-04 Singapore 112963)

] Q: What happens if | do not set up my SingPass 2FA by 4 July 20167
A If you do not set up your SingPass 2FA by 4 July 2016, you will not be able to access LTA o
Services for Asset Owners in one.moicring from 5 July 2016. However, you can still access
http-iwww onemotoring .com.sg/publish/onemotoring'en’lia_e services'e-transactions_himl for the
following vehicle-related tramsactions:

- Renew road tax

- Buy e-Day License

- Comvart vehicle scheme, type and spacifications
- Renew COE

- Submit appeal on vehicle-related offencas

g Q: | am a Malaysian IDVForeign Passport holder issued with a User ID and Password, can |
still login to LTA e-Services for Assat Owners in one.motoring using the User ID and
Password?

AZWith effect from 27 June 2016, foreign asset owners will nead SingPass 2FA to access LTA &
Services for Asset Cwners in one.moioring.

10 Q: | am a Malaysian IDVForeign Passport holder with SingPass and 2FA. However, when |
access LTA e Senices for Asset Owners in one.motoring using SingPass, | can only see
the Enforcement related functions and | am unable to locate my assets. What do | need to
do?

A You need to update your FIM information with LTA before you are able to access LTA a-Sarvicas
for Assat Owniers in one motoring using SimgPass 2FA.

Plaase bring along your identification documents to LTA, Customer Sarvica Centre at 10 Sin Ming
Drive. Upon successful updating of your FIN information, you will be able log in to LTA e Services
using SingPass 2FA.

11 Q1 | am a Malaysian IDVForeign Passport holder. | am a valid FIN holder but | do not have
SimgPass. How can | access LTA e-Servicas?

A Wou will nead to register for Singpass. Plaase rafer to Q2 on SingPass registration.

12 Q: | am a Malaysian IDVForeign Passport holder. | do not have a FIN thus | am ineligible for

SingPass. How can | access LTA e-Servicaes?
AC If you do not have a FIN or SingPass, you are unable to access LTA e Sarvicas for Asset Cwnears
in oma_motoring using SingPass.
1. For online Road Tax remewal or Buy an e-Day licenca, you may visit
hitp 7/ wewew  onamotoring com_sg/publis hYonemotoring’an’lta_e_sarvices’e-frans actions_himil
2. Please procaed o LTA, Customear Service Cenire at 10 Sin Ming Drive for the following
transactions:
- Enguire and print vehicle registration dotails
- Furnish driver's particulars
- Reapaort wahicla related offences
- Amend vehicle specifications
- Dedlare off-peak car usage
13 Q: | am wunable to access LTA e Seaernvices for Assaet Owners in one_motoring as | am

naligible for SingPass. However, | need a copy of vehicle registration details. How can |
requast for it?

As Please procead to LTA, Customer Sarvice Centre at 10 Sin Ming Drive to request for a copy of
your wahicle registration details_
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SINGPASS

Singapore Personal Access (or SingPass) |s a gateway to hundreds of e-services provided
by more than 60 govemment agencies. Users only have to remember one password when
connecting and transacting with the Government.

Launched in March 2003, SingPass now has more than 3.3 million registered users.

The following groups of users are eligible to apply for SingPass:

Singapore Citizens and Permanent Residents

Employment Pass and Personalised Employment Pass holders
EntrePass holders

S5-Pass holders

Dependant Pass holders (of EP, PEP, EntrePass and S-Pass holders)
Selected Work Permit holders

Long Termm Visit Pass Plus (LTVP+) holders

On-going Security Measures

Managed by the Infocomm Development Authority of Singapore, the SingPass system is
reviewed regularly and there are many on-going security enhancements to ensure that a
secure SingPass service is delivered to its users.

Examples of some measures taken over the years to befter protect users’ personal
information:

« Users will be prompted to change passwords to stronger ones every two years.

« Passwords of accounts that are inactive for more than three years will be reset to
ensure that users with dormant accounts are not unnecessarily exposed to cyber
threats.

« After three failed login attempts, users will be asked to key in a randomly-generated
security code to mitigate brute force attacks on login.

« Any changes made to the account holder's key personal information will trigger a
notification letter, which will be sent to the users registered address to verify this
change.

Launch of enhanced SingPass on 57 July 2015

The enhanced SingPass includes an improved user interface, mobile-friendly features and
stronger security capabilities, such as 2-Step Verfication (2FA) for govemment e-
transactions, particularly for those involving sensitive data. (Refer to Annex A for the features
of the enhanced SingPass)

With 2FA, users will be required to enter a One-Time Password (OTP) sent via SMS or
generated through a OneKey token. This is in addition to their SingPass usemame and
password, thus ensuring that their sensitive data is better protected.
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As part of continuous effort to improve the system, the SingPass 2FA setup process was
simplified such that users can register for 2FA via the SingPass website and activate their
2FA via SMS. Altematively, they can log into Assurity's website using their NRIC and the
password in the PIN mailer to activate their 2FA.

To enjoy the enhanced features, users simply need to complete the following steps:

1) Complete a one-time account update
For users who log into their SingPass account for the first time after 5t July 2015, they
will automatically be prompted to:

= Provide and verify their mobile number and email address
Users are to select their preferred mode of contact (SMS or email) so that they
will receive SMS or email nofifications whenever changes are made to their
SingPass profile (e.g. password, mobile number, SingPass ID).

» Set up security questions and answers
Users will be prompted to set up at least two security questions and answers.

This is so that they can reset their passwords online easily by answering a
security question correctly.

2) Set up their 2-step verification (2FA)
From 5% July 2016, all government e-services involving sensitive data will require
SingPass 2FA to perform e-transactions. To set up their SingPass 2FA, users will
need to:

= Register for SMS or OneKey token via the SingPass website
Users can log into their SingPass account and click “Set Up 2-Step Verification

{2FA) under the Quick Links section. They can choose to receive OTPs via SMS
or generate them through a Onekey token.

Upon successful registration, a PIN mailer will be sent to their registered address
within seven working days for activation.

» Activate 2FA using PIN mailer password
Users can send the activation code in the PIN mailer to 78111 via SMS, or log
into Assurity’s website (https://portal.assurity.sg/activate) using their NRIC and
the password in the PIN mailer to activate their 2FA

Upon successful activation, their SingPass 2FA setup is complete and they will
go through a 2-step login process when performing sensitive govemment e-
transactions.

(Refer to Annex B for visual illustration of how to set up SingPass 2FA)
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For media clarifications, please contact:

Malini Nathan (Ms)

Assistant Director

Corporate and Marketing Communications Division, 1IDA
DID: (65) 6211 0660

Email:

malini_nathan@ida.gov.sg

Jacklyn Chew (Ms)
Assistant Manager

Corporate and Marketing Communications Division, IDA
DID: (65) 6211 0708

Email: jacklyn_chew@ida.gov.sg

Annex A — Features of the enhanced SingPass

Improved Usability

1)

2)

3)

Simple One-Time Account Update

Upon logging in to the enhanced SingPass for the first time, users simply need to
provide their mobile number and/or email address, and set up a minimum of two
security questions. This setup is required for users to access all online management
features available in the enhanced SingPass.

User-centric Interface
The design of the enhanced SingPass is simple and easy to use, featuring clear and

concise instructions, tool tips, updated security questions that are easy to remember
and clearer security code.

Additional Self Help Features
How-fo videos are introduced as part of the enhanced SingPass to provide users with

an overview of the enhancements and easy-to-follow, step-by-step guides.

Greater Convenience

1)

Mobile Optimised

Catering for a user landscape where mobile usage is proliferating, the enhanced
SingPass is designed to be mobile optimised. When a mobile browser is detected, the
screen display will be resized and key information and tasks will be prioritized for users

to browse on-the-go.
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2) Faster Reset of Passwords Online
With the enhanced SingPass, users who have forgotten their SingPass password can

reset it online almost immediately via their mobile phones, instead of visiting a
SingPass counter or submitting an online request fo have the new password mailed
to their registered address.

3) Easy online account management
The enhanced SingPass provides greater convenience by allowing users to view
details of their previous transactions (e.g. password reset and e-service
authentications) and update their SingPass profile (e.g. mobile number) easily online.

Improved Security

1) Notifications through Short Messaging Service (SMS) and Email
By providing their contact details and selecting their preferred mode of contact (SMS

or email), users will be able to receive notifications for any key profile information
changes.

2) Secure 2-step login for e-government transactions involving sensitive data
Govermnment e-Services that involve sensitive data will be required to implement 2FA.
A one-time “second factor” password will be sent to users via Short Messaging Service
(SMS) or generated from a OneKey token. To allow for a smoaother transition for our
users, there will be a 1-year transition period for users to choose to activate 2FA_ After
the transition period, users would need to go through a two-step login process for
government e-senvices involving sensitive information

3) Option to customise SingPass ID
Users have the option to customise their SingPass ID, instead of using their NRIC/FIN

number, to safeguard their SingPass login credentials. Please note that users can only
customise their 1D once and the change is permanent.

4) Risk Based Authentication and Analysis
A central logging facility uses analytics to analyse and identify unusual activities for
further actions. Based on the risk level, the system may challenge the user to provide
additional verification, such as answering a security question or entering a security
code.
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Annex B — Steps on how to set up SingPass 2FA

SET UP YOUR SINGPASS 2FA BY 4 JULY 2016 ST”QPQSS

To better protect your personal data, all government e-services imvolving sensitive data will requine

2-5tep Verlfication (1FA] from 5 July 2014 onwards. This means that In addition to your SingPass
username and password, you will need to enter 8 One-Time Password (OTP) sent via SMS or
through a Dneley token.
To conlinm that you have
already set up your
SingPass 2FA:

The 2FA setup process |s now simplified. All you have to do is complete the following steps:

La Fibo your SingPass
account at
LR LT FL T T

 LOG INTO YOUR REGISTER FOR SMS OR ACTIVATE 268 ek *My Aceount®
SINGPASS ACCOUNT ONEKEY TOKEN

| I:|.I-:-'I 5 N O

Click "Manage -5tp
Verification™

1 yeu have nat set up
your 2FA, you will see
A message promgter that
will guide you to sat It up.
Plexss note that from 5 July 2014, if you have not set up your SingPass 2FA:
» ou will not be able to perform sensitive government e-transactions, such as
IRAS ta filing and accessing CPF statements. Sigapore Governeent Tl

: : ) ) - raa- e | MOFE 1DA
= You will nead ta register for 2FA and wait up to seven working days for a pin Wik e e g g e S
mailer bo activate your 2FA before you can perform sensitive e-transactions.

Updated as of 29 January 2016




